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Accounting Technology
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Somewhere, something weat terribly wrong




Accounting Technology,

in the Beginning

ABACUS

+ 2700-3200 BC

» Europe, Russia,
China

* Hindu-Arabic
Numeric System

« Still widely used

Accounting Technology,
in the Beginning, Cont’d

PASCALINE

« Early 1600°s

« First analog calculator with a
“carry” function

* Rouen, France
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Accounting Technology,

in the Beginning, Cont’d

Difference
Engine

Charles
Babbage
1800’s

Notable
other
inventions

Accounting Technology,
in the Beginning, Cont’d

Cranking Calculators
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Accounting Technology,
1950’s and 1960°s

Accounting Technology
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Accounting Technology,
1970’s and 1980’s

Accounting Technology,
1970’s and 1980’s, Cont’d
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Accounting Technology,
1970’s and 1980’s, Cont’d

Accounting Technology,
1980’s
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Accounting Technology,
1990’s

MHoneyCounts 7.0
Persomal Fdition

Accounting Technology,

ab

QuickBooks.

1990’s




Accounting Technology,

Today

Software as a service (SaaS)
Software licensed on subscription basis
Monthly or annual fee versus upfront perpetual licensing fee

Centrally hosted (reduced IT support costs)

Accessible from any computer (or device) with internet

No application and server maintenance on - site

Downsides:

Timely payment woes, Trust, datacenter hacks

Examples

Quickbooks Online

XERO

Freshbooks

Single-entry accounting?

Accounting Technology,

Today

Single Entry Accounting:

Used in the interest of simplicity, especially 2 -
when accounting background is not preseniw

Emphasizes income statement accounting

Not self balancing, errors are more likely
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Accounting Technology,

Today

Microsoft Office 365

Office, in the cloud

Subscription basis

Home or business

Desktop installed version are also available for

download

reduces need for complex in-house hosting

1 user up to +50,000

] Office 365

You always have the most up-to-date version

Accounting Technology,

Today

Excel 2016
* Features:

Quick Analysis Button
New Charts
Enhanced Database
Features

New Templates
Equation Drawing
Touch / Mouse Mode
“Tell Me”
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LastPassses|

Skype
for Business

Accounting Technology,
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Accounting Technology,

Accounting Technology,
Today

Hardware
Curved and large monitors

Perceived screen larger than
reality

More immersive experience
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Accounting Technology,
Today

Accounting Technology,
Today

Hardware, continued

Desktop virtualization
(BYOC)

microcomputers
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Other Cool Stuff!

Google X Project Loon
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“ask the it guy”
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Virus Infections
Malware Spreading

Hacking has evolved

Staying protected

THEN AND NOW

potential ;
analysis e
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The Damage
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NIMDA VIRUS
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SQL SLAMMER/SAPPHIRE VIRUS

The Damage
The Virus

addressas 1o infect !’

. Y
e g

=

a3 lost almart
all internet access

—

SASSER VIRUS

.« The Damage

s 3
system called LSASS (Local Security 1)
.10:04
oot

Sauser abo affected y
the operating system

didn't have ta open any smail Hactad Wind, 4
e e This mack abvatting dewn i
Infected by Sasser; they only Infected computers without

nesded to be online pulling the plug diticult




The virus woukl abo epen ports
on Victims’ computers 50 that hackers

ol b

2 A second atack later that year
atMactad ssarch angines

The Damage

538 billion

The Damage
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Secuniy Conte

Antivirus 2008

Welcome to installer!

Thiz program will dowrdoad and install
Antiveus 2008 on your PC.
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IMPACT OF ZEROACCESS BOTNET g
One of the largest P2P

ZEROACCESS W crectbsimnt

BOTNET | . X 1“.9 miIIionJ

ZeroAccess carries out two
revenue generation activities

History / Operation
Discovered 5/2011

*Botnet generates...

8 ()
Teopy ™ Ccy prpv®
——

Spread by email, .
infected download LM Click fraud generates

(keygen)l Web ) Earns US$ 2,165/ day
advertising, 3" party paid N—
to run installer on systems. Uses
Disables all security

Can reappear after full
reinstall

hreatintel | wewm pymantes com
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THE TWO SIDES OF RANSOMWARE

THERE ARE ALWAYS TWO SIDES TO EVERY STORY,
RANSOMWARE I5 NO EXCEPTION

LOCKER RANSOMWARE

'CRYPTO RANSOMWARE

LOCKS SYSTEM

SOCIAL ENGINEERING

VOUCHER PAYMENT ENCRYVETS B

FAVORS TOR
US5200 “FINE”

BITCOIN PAYMENT

USS$300 “FEE”

HOW MALWARE
SPREADS
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WHaT 1S MALVERTISING?

MALICIOUS ADVERTISING (“MALVERTISING™) IS A TYPE OF ONLINE ATTACK WHEREIN MALICIOUS CODE HIDDEN
WITHIN AN ONLINE AD INFECTS YOUR COMPUTER WITH MALWARE,

How Mauvermising Wonks
Mavicious Biooing

You visiT A weasITE. IT DOESN'T MATTER IF THE ¢ HLE TO UTILIZE MALVERTISING BY
SITE IS SKETCHY OR LEGITIMATE == THE THREAT LIES

WITHIN THE ADS ON THE SITE.
GATED IN REAL
AND WILL ONL

ADVERTISEMENTS CAN COME IN A VARIETY OF SHAPES

AND SIZES, THOUGH USUALLY APPEAR AS BANNERS OR

Haro o Carch

ROTATE IN WLTH NORMAL

ProTecTion

urfaD BLOC)

QIBM|B[\ A

sut
REDIRECTS TO AN
R L 2 EMPLOYING ANTL-EXPLOIT SOFTWARE IN CONJUNCTION
LT NG : = iy WITH AN ANTI-MA!
P

SOFTWARE,

T:BSAM  Sardey Oct 18,2014 2474 enline now D you know more about 8 stony? = Fartax Medin Merwirk =

IHE &85 AGE .

REALFOOTY  Onesubscription g2

ASADA issues 12,000 pages of evidence against
34 Essendon players

o

P

Most popular

“F1. trade and free
Agency-ma: a club-by-
rx ny
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- _I.AW & DISORDER - CIVILIZATION & DISCONTENT
After FBI domain expires, seized
Meg_aupload._com serves up porn

Cyber criminals snap up expired domai
malicious ads

0000«

1

[ A O )

B Kim Doteom o

You have to see this to believe it:

Me d.com

Porn, drugs, malware & ad scams brought
to you by the US Department of Justice.

188 168 ONES i inm 0

e —____

SPEAR PHISHING

Your FED TAX payment (ID:KLBIRS019283639) was Rejected

#% PLEASE DO NOT RESPOND TO THIS EMAIL ***

S el ecently sent from your checking account was returned by the your

financial institution.

For more inf please download notif X Adobe fiie)
ittps:ffwws. cubby. comipl/Document_087341.436175 1ipf 2
Transaction Number: KLBIRSO1S283639

Payment Amount: § 5320.23
Transaction status: Rejected

ACH Trace Number: 5203382167
Transaction Type: ACH Debit Payment-DOA

Internal Revenue Service
Metro Plex 1, 8401 Corporate Drive, Suite 300, Landover, MO 20785,
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From: Dan Oakes <suppor@aicpa.org> Forgeci email address
Subject: Income tax return fraud accusations.
Date: February 20, 2012 5:42:21 AM EST

To: [

This link downloads malware.

comptaintdec 1 his link downloads malware.

wvesiscescn | his link downloads malware.

Receiving I
XXBOB-CABD2-E47RSF

From Number{s):

fi hc—ltc:n:pring:home:.cc:m_:'I
#1hceqer2/index.html
Click to follow link

s RUOX OQSI07-1361605953-

* The reference number for this mes

46595584144-05.

Watch helpful videos to get
yvou better acquainted with
your new AT&T serv

t k| View the vide

We value and appreciate your
usiness!

in all areas.
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@ need 10 speak with you regarding a secur
ly used your American Express card on Febru

ity concern an your American Express. Ou
ary 10, 2015

counts listed above may be delined. If applicable, you should advise any
it their new charges may also be declined

American Express

—

HACKING HAS EVOLVED

Old

Centralized

Custom Built

Physical on Site Servers
$$$

Target Large Business

New

Distributed / Specialized
Purchase or rent

Online tools

$

Small Business

5/16/2016
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“ONLINE TOOLS & LEARNING
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Mpoaam uHcTanA b MIX

Crmcon dopyr

[t &, 201 am Baroes

Greetings to all!

L]

Due to overstock I am selling unneeded installs

Price: $60 WMZ for 1k
bl

o
Payment: In agvance, with no escrow.
Geography- A mix of countries, with virtually no Asia.
OUr 5§ £

Corifmein (it wmcTaRsn MEE

LE T
Loads: Only my grabber and m bot is being loaded

Delivery: You pay and I start running your exe in 10 minutes.

Quality: As stated ae. nothing else is loaded besides my grabber and your spambeot, loads do
not die, and [ overutilize resources, or load 2 exe per bot. Inquire with others who have alread:

T

"TA530 customizes thee-mail to each target by specifying the target's name, job title, phone number, and company
name in the email body. subject, and attachment names. On several occasions, we verified that these details are
correct for the intended victim. While we do not know for sure the source of these details, they frequently appear on

public websites, such as LinkedIn or the company's own website. The customization doesn't end with the |ure; the

malware used in the campaigns is also targeted by region and vertical.

"While these campaigns aren't approaching the size of, for example, Dridex and Locky blasts that go after very large numbers
of random recipients, TA530 targets hundreds, thousands, or even tens of thousands of recipients in US, UK, and Australian
organizations. These attacks are quite large relative to other selective or spear phishing campaigns

"We observed TAS30 at times targeting only a specific and narrow vertical, such as Retail and Hospitality. At other times, the
campaigns appear more widespread. Overall, the volume of messages targeting each vertical is shown below:"

Manufacturing ]
Healthcare
Education
BusinessServices
Technology
Insurance
Energy/Utilities
Pharmaceuticals
Construction
Food & Beverage
Consulting
Engineering
RealEstate
Transportation

Financial Service
Hospitality/Leisure

Entertainment/Media
Telecommunicaticns
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779 841 1:305

+91% +8%

v Symantec.

CLASSIC DATA
PROTECTION MODEL

15
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ANTIVIRUS SOFTWARE

Even the best antivirus likely can't save
your files from a ransomware infection

Antivirus Isn't Dead, It Just Can't Keep Up

o= [E=m - [CEmEm

?

remely profitable. Some

Probability of Malware Detection for Antivirus Solutions
100% My 2014

0%
B0%

70% Owerall % of AV Scanners

Yo A VENDURS DETECT TIUN

e 1st Percentile — Least Detected Malware

10%

RERSUARRJERREQUERREE

3332395 EE0RERERE

&

AARRERRRRERGRES
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SPAM FILTERING

° Google boasts |t Global spam volume as percentage of total e-mail traffic from January 2014 to
December 2015, by month
catches 99.9%
of spam

2015 Spam at
12 year low

* We will always
have spam

—

FIREWALLS /7 BLOCKING

Not perfect

Frequently misconfigured (human error)
Mobile workers

Not effective to stop CryptoWall/CryptoLocker

17
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OS & SOFTWARE
PATCHING

Better than it has ever been / Still needs work
Reactive
The patch itself is a roadmap for a successful exploit

Not effective to stop CryptoWall/CryptoLocker

——
ENCRYPTION

Encrypting data at rest is vital, but it's just not happening

Health Data Encryption Not Completely Effective, Study Finds

18
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BACKUPS

Very important

Always encrypt backup data

An untested backup = no backup

An undocumented = no backup

Tape backups? (71% failure rate on restores)
Online backups?

Hard disk backups? (CryptoWall/CryptoLocker)
3-2-1 Rule

NEW EMERGING
MODEL

5/16/2016
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STAFF RESPONSIBILITY &
CONTINUOUS TRAINING

ichi Practice of sending emalls appearing
PhIShmg 1o be from reputable sources with

the goal of influencing or gaining
jpersonal information

Vishing

Practice of 0 2
pretexting as ’ . =
anather persan with Practice of liciting
the goal of obtaining inlotma(_iun or
information or = attempting to
ACCESS 10 person, 2> influence action
Lompaiy, o via the telephane,
computer system may include such
- 1ools as ‘phone
Impersonation spocfing”

03

—

ASSUME YOU ARE
COMPROMISED

System Monitoring

Log changes

Maintain incident response plans

Regular computer reinstalls

Develop baseline measurements and regularly check
Intrusion testing

Consult with legal & insurance

20
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HOSTED SECURITY

OpenDNS

Our security intelligence

Leveraging the Internet to identify suspected threat origins

> &R - =

Probable

Ingesting millions Temparal Patterns X =
malicious sites

of data paints Machine Leaming
per second Visualization
Graph Theory
Scoring
Anomaly Detection
Contextual Search

5/16/2016
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